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Who’s Affected

AICPA’s SysTrust
Standards Endorsed by
Navision

Financial institutions covered by the act
include banks, savings institutions, credit
unions, security firms, insurance companies
and other entities that engage in financial
activities as defined by the Federal Reserve
Board under section 4(k) of the Bank
Holding Company Act of 1956. Congress
directed federal regulators, including the fed
eral banking agencies, the National Credit
Union Administration, the Securities and
Exchange Commission and the Federal Trade
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As CPA Letter readers are aware, CPAs who
are “significantly engaged” in preparation of
federal or state personal tax returns,
including income, estate and gift tax
returns, or who provide personal finan
cial or tax planning are subject to the
Federal Trade Commission’s privacy
regulations under the Gramm-LeachBliley Act (see The CPA Letter, Feb./Mar. and
June 2001). The act includes restrictions
against directly, or through any affiliate, dis
closing to a non-affiliated third-party any
nonpublic personal information, unless the
financial institution (including, in some cases,
CPA firms, under the act’s definition of
“financial institution”) provides or has pro
vided to the consumer an appropriate notice
and offers the customer the ability to “opt
out” of having the disclosure made. Certain
disclosures must be made to consumer clients
(as opposed to business clients), including
one-time disclosures to new clients and
annual disclosures to all clients.
While the act’s impact on those involved
in tax and estate work is relatively clear,
CPAs may have questions about its implica
tions for other areas of practice. This article
will review some aspects of the act and what
it means to CPAs.
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Commission, to each prescribe, after consul
tation as appropriate with representatives of
state insurance authorities designated
by the National Association of
Insurance Commissioners, whatever
regulations may be necessary to carry
out the purposes of the privacy provi
sions with respect to the financial
institutions subject to their jurisdiction.
These new regulations became effective Nov.
13, 2000, and financial institutions had to be
in full compliance with the regulations by
July 1,2001.

news
update

The Impact on Non-Tax Services

• Auditing. The law provides several general
exceptions to the prohibition on disclosure,
including disclosure of nonpublic personal
information to the institution’s accountants
and auditors. (The relevant exemption can
be found in Section 502(e)(4)). Thus the
law does not preclude the independent
auditor from obtaining information neces
sary to conduct the audit. Auditors do have
duties under state laws and professional
standards to maintain the confidentiality of
client information, including nonpublic
personal information obtained in conduct
ing an audit.
• Peer review. The act does not require a
financial institution to obtain a confiden
tiality agreement from its auditors.
However, many financial institutions are
asking all third parties that obtain access to
nonpublic personal information of its cus
tomers to sign such confidentiality agree
ments. CPAs asked to sign such an agree
ment should ensure that it allows for the
disclosure of information received for pur
poses of peer review. Section 502(e)(5) of
the act specifically exempts disclosure of
nonpublic personal information to self-regcontinued on page A2
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continuedfrom page A1—New Privacy Legislation
ulatory organizations. In addition, many states require peer
review under the state’s accountancy law. For these state law
requirements, the exemption is found in Section 502(e)(8) of the
act, which exempts disclosures required under state laws and
rules. Further, under Section 502(e)(4), financial institutions are
not required to disclose to their customers that information is
provided by the financial institution to its auditors. (See the sidebar for more information on peer review.)
• Other services provided by CPA firms, including consulting and
advisory services, are not covered by the general exception for
audit and accounting services. The law provides for other
exemptions for certain services provided on or behalf of the
financial institution. If a firm provides other services to a finan
cial institution, it may be asked by the financial institution to
sign a confidentiality agreement with respect to the nondisclo
sure of nonpublic personal information.
The Gramm-Leach-Bliley Act (Public Law 106-102) is avail
able on the Internet at:
http://thomas.loc.gov
Information on the act’s effect on CPAs can be found on the
AICPA’s Web site:

www.aicpa.org (see “Practice Guide on Federal Trade
Commission Privacy and Disclosure Rules” under the section
“News for CPAs”)

U

This article is not intended as legal advice, and you should contact
your attorney with regard to any questions you have concerning
the applicability of the act or regulations.

Survey Shows Room for
Improvement in Employee
Recognition Practices
When it comes to rewarding a job welldone, businesses give themselves only pass
ing grades. Just 64% of respondents in a
recent executive survey said companies are
effective in acknowledging top performers.
More than one-third (35%) said current
efforts to recognize staff are inadequate.
“Rewarding strong performers is a
smart business strategy in any hiring envi
ronment,” said Liz Hubler, executive direc
tor of OfficeTeam, a staffing firm that
developed the survey. “By recognizing out
standing results, managers motivate
employees to achieve greater productivity
while also reinforcing behavior they want
others to emulate.”
Hubler notes that not all forms of
recognition are expensive or difficult to

AICPA,
GLBQ&A
Guidance from the AICPA’s SECPS addressing GLB’s effect
on peer review can be found on AICPA Online:

www.aicpa.org/members/div/secps/glbact.htm
The following audit-related Q&A is included in the
AICPA’s GLB guidance (found at the home page link on
AICPA Online):

Q. In auditing a financial institution, I have been asked by the
client to sign a Gramm-Leach-Bliley motivated agreement not
to disclose any personal financial information about the insti
tution’s clients that I learn in the audit. Some information in
my records may be disclosed in a peer review. Do I have to
sign such an agreement?

A. Gramm-Leach-Bliley allows financial institutions to dis
close information to auditors without notifying clients or giv
ing them an opportunity to opt out of disclosure. Similarly, in
a peer review CPA firms can disclose, without a client opt
out, information on their personal financial service clients.
Also, peer reviews are to be conducted in a way that protects
CPA client confidences, so the public is protected. However,
while Gramm-Leach-Bliley does not require such an agree
ment, if the client or the client’s attorney require the CPA to
sign a non-disclosure agreement as part of the audit engage
ment, the CPA should require that the agreement allow disclo
sure to a peer reviewer to avoid breaching the agreement in
fulfilling peer review requirements.

plan, such as:
• Remember the power of “thank you.”
The next time employees do a great job,
don’t assume they know you appreciate
it. Acknowledging their hard work is a
powerful motivational tool.
• Think creatively. If there are limits on
salary increases or bonuses, consider less
expensive rewards such as extra days off,
recognition during a staff meeting or a
mention in the company newsletter.
• Put it in writing. If someone in another
department pitches in on a critical task,
express your appreciation via e-mail and
copy the employee’s supervisor.
• Celebrate often. Don’t limit your recog
nition to predictable dates or occasions,
such as once a quarter or at the conclu
sion of major projects. Reward employ
ees as often as they deserve it; doing so
frequently will continue to build a posi
tive work environment.

Mediocre Marks
150 executives at the nation’s
largest companies were asked, “How

effective or ineffective are busi
nesses today in rewarding their

employees for good performance?”

Source: OfficeTeam
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AICPA
CPA2Biz Acquires Capital
Professional Advisors to Expand
Investment Advisory, Brokerage
and Insurance Services to CPA
Firms and Clients
CPA2Biz has acquired Capital Professional
Advisors, Inc., the exclusive provider of
financial services to 17 public accounting
firms in the U.S. CPA2Biz, a comprehensive
provider of tools, resources, value-added
services and application solutions that
strengthen and add value to the relation
ships between CPAs and the organizations
they serve, is a partnership of the AICPA

and state, district and territory CPA soci
eties, as well as strategic partners that
include Microsoft Corporation, Thomson
Corporation and Aon Corporation.
“We were attracted to Capital because
it represented an opportunity to take a tested
financial services platform that had been
built by some of the nation’s leading CPA
firms and open it up to a broader CPA com
munity,” said Brett Prager, president and
CEO of CPA2Biz. “And because CPA2Biz
was built by CPAs for CPAs, the Capital
acquisition fits perfectly with this strategy.”
“We saw this opportunity to become
part of CPA2Biz as the perfect way to meet
the increasing demand among CPAs and

CPA Performance View Update
This year’s last two public workshops of CPA
Performance View PLUS are scheduled for Oct. 22
to 24 in Phoenix, and Nov. 14 to 16 in Atlanta.
CPA Performance View PLUS is a three-day training work
shop plus a system for developing and delivering performance
measurement consulting services. The workshop helps practition
ers transform themselves into the complete business advisers that
their clients need. Whether employed during audits or tax engage
ments, performance measures can have a big effect on your clients’
businesses or your own.
At the end of three days you will have the technical training,

TIC Alert Reports on Developing
Private Company Issues
Do you want to keep up-to-date on standard
setting and its effects on small to midsize
companies? Part of the mission of the
PCPS Technical Issues Committee is to
identify and comment on developing stan
dards that relate to small firms and small

The AICPA attended a global meeting in London this summer to
discuss ways in which the world’s accountancy institutes can coor
dinate efforts to develop and market innovative, leading-edge assur
ance and consulting services, including information technology
services, to the business community. Senior executives of more than
20 accountancy institutes and senior partners of leading accounting
firms participated in the three-day conference.
Hosted by the Institute of Chartered Accountants in England
and Wales (ICAEW), the group also collaborated on a suite of
trust-branded assurance and consulting services. These services,

www.cpa2biz.com

the confidence, the marketing know-how, the inspira
tion, the systematic approach and the accompanying
tools to add new value to your clients and new revenue streams to your firm—plus 24 hours of CPE. To learn more
about this innovative PLUS program, contact AICPA Member
Satisfaction or visit the AICPA’s Web site:

www.aicpa.org/performanceview

888/777-7077

For more information on CPA Performance View services,
contact Ed Gregory:

egregory@aicpa.org

businesses, noting the impact that new
requirements may have and any potential
unintended consequences. TIC is one of the
standing committees of PCPS, which works
for the betterment of all local and regional
firms and provides a wide range of benefits
to its 6,500 members. The TIC Alert, pub
lished five times a year, reports on issues
that could affect local firms and their clients

Global Accounting Profession Meets in London to
Discuss Innovative Assurance and Consulting
Services

their clients for a broad portfolio of finan
cial services,” said Doug Wright, president
and COO of Capital. “The Capital model
already has a proven track record among
thousands of CPAs—it positions CPA2Biz
to expand that audience to an even larger
marketplace.”
Formed in Nov. 1999, Capital makes
available investment advisory, brokerage
and insurance services to more than
300,000 individual and small business
clients of some of the nation’s most
respected CPA firms.
For more information, visit CPA2Biz:

212/596-6268

and on the committee’s efforts to influence
the standard-setting process. If you would
like to receive the TIC Alert free of charge
via e-mail, contact Linda Volkert, TIC staff
liaison:

212/596-6233

lvolkert@aicpa.org

including WebTrust and SysTrust, incorporate a series of stan
dards focused on providing trust in business through a CPA’s
independent verification and audit of business practices, proce
dures and controls.
According to Alan Anderson, Senior Vice President of the
AICPA, “Our combined efforts give the worldwide accounting pro
fession a mechanism with which we can keep pace with the global
ization of business while developing leading-edge services that
meet our clients’ needs.”
Conference participants included the accountancy institutes of
Argentina, Australia, Austria, Belgium, Canada, Denmark,
England, France, Germany, Hong Kong, India, Ireland, Israel, Italy,
Japan, the Netherlands, Norway, Scotland, Spain, Sweden, the
United Kingdom and the United States.
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AICPA’s SysTrust Standards
Endorsed by Navision for ASPs
Offering Its Products
Navision has endorsed the SysTrust
Program as one of the systems reliability
standards to which its application software
provider (ASP) partners must adhere. ASPs
wishing to offer Navision products must
first have their systems independently tested
for reliability.
“CPAs have proven themselves as reli
able, trusted advisers to the business com
munity over the years,” said Todd
Bergeson, product manager at Navision.
“We recognize the potential role CPAs can
play to help both technology providers
such as ASPs and their clients move into
the e-commerce marketplace by providing
trust and verification where it is most
needed. SysTrust provides the added assur
ance that controls and procedures are in
place at the ASP to keep its systems func
tioning reliably and its content secure.”

AICPA.

“SysTrust helps minimize risk to
operating without material error, fault or
business partners and users of a particular
failure during a specified period in a speci
system by assuring them that the system
fied environment. A CPA firm’s indepen
is reliable—that it is capable of operating
dent SysTrust opinion is designed to
without material errors or
increase the comfort of man
failures during a particular
agement, customers and
SysTrust
timeframe in a specified
business partners with the
Assuring Reliability of Systems
environment,” said Anthony
systems that support a busi
Pugliese, AICPA Vice President of
ness or a particular activity.
Member Innovation. “Users of Navision
The SysTrust standards used to evalu
products through an ASP interface have
ate whether a system is reliable cover the
the same concerns about the ASP sys
following areas:
tem—they want to know that the system
• Availability: The system is available for
is secure, reliable and available as
operation and use at times set forth in
promised. Their livelihoods depend upon
service-level statements or agreements.
information systems and the data con
• Security: The system is protected against
tained in them. SysTrust responds to the
unauthorized physical and logical
critical need for assurance on the reliabil
access.
ity of systems and positions CPAs as
• Integrity: System processing is com
future providers of real-time assurance on
plete, accurate, timely and authorized.
informational databases and systems.”
• Maintainability: When necessary, the
Through SysTrust, CPAs indepen
system can be updated in a way that
dently examine a system to provide reason
does not interfere or conflict with its
able assurance that the system is capable of
availability, security and integrity.

WebTrust Update
• Privacy policies are no longer enough, and businesses must prove
to consumers that they are observing confidentiality practices in
order to gain their trust. Those were some of the points made by
Jerry R. DeVault, national leader of innovative assurance solu
tions at Ernst & Young, before the House Subcommittee on
Commerce, Trade and Consumer Protection. The hearing sought
information on best practices in information privacy. DeVault
told the panel that “since building trust requires more than
promises, the mechanisms selected to protect consumers should
include independent assurance.”
• WebTrust for Certification Authorities was adopted by Verisign,
Inc., the world’s leading provider of Internet trust services,
including digital certificates. Verisign supports businesses and
consumers from the moment they first establish an Internet pres
ence through the entire lifecycle of e-commerce activities.
Serving the largest base of business customers on the Internet,
Verisign offers domain name registration services, authentication,
validation and payment services.
• The WebTrust Confidentiality Principle and Criteria has been
released for exposure under Version 3.0 of the WebTrust pro
gram. Version 3.0 allows licensees to give stand-alone assurance
in various areas, offering them greater flexibility in constructing
engagements and more competitive pricing options, as well as a
broader set of standards to meet the needs of business-to-business
and application service provider e-commerce markets. In addi
tion, the WebTrust Program Practitioner Guidance on Scoping
and Reporting Issues, was released. The confidentiality docu
ments can be downloaded at:

www.aicpa.org/assurance/webtrust/princip.htm

Accounting and Tax Consultants: What’s the
Demand?
In a nationwide survey of chief financial officers, nearly
one-third (31%) said their companies are most likely to
use project professionals for accounting and tax work.
Financial systems consulting and business process
improvement were ranked next in line.
The survey, developed by RHI Management Resources,
asked, “For which of the following functions is your com
pany most likely to bring in consulting or project profession
als to supplement workloads or gain specialized expertise?”
Don’t know
None/no need
for consultant

6%
Accounting or
tax services

Other

3%
Merger or
acquisition

E-commerce
solutions

Financial systems
consulting

Business process
improvement

